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FRAUD
STOPPING FINANCIAL CRIME 
BEFORE IT HAPPENS
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WHAT IS FRAUD?

Wrongful or criminal 
deception intended to result 
in f inancial or personal gain
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THE FRAUD UMBRELLA

SCAMS

3

MONEY 
LAUNDERING

IDENTITY 
THEFT

PAYMENT

FRAUD

SOPHISTICATED & SIMPLISTIC
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WHY?

Fraud is easy for criminals, 
diff icult to be caught, and 
most importantly, lucrative
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FRAUD STATS

$5.8 

billion in 

fraud 

losses

70% 

Increase 

from 

2020

2.8 million 

victims 

reported 

fraud to 

the FTC

$2.3 

billion in 

impostor 

scams

Less than 

1% of 

fraud 

cases are 

prosecuted
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HOW DOES FRAUD WORK?

The most common 

fraud schemes prey on 

common human traits
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VICTIM

ROMANCE

&

CONNECTION
DESPERATION

FEAREMPATHY

OPPORTUNITY
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MOST COMMON SCAM

Imposter

8

Romance Authority Helper
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ROMANCE SCAMS

•Frequently use dating and 

social media websites

•Create elaborate stories

•Relationships can last for 

extreme periods of time
9
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ROMANCE SCAMS

• Long distance only relationship

• Unusual story for why the scammer is where 

they are or their occupation

• Talking about big changes like moving, selling 

home, fortunes

• New banking activity like foreign wires, 

investments, and loan repayment
11
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AUTHORITY SCAMS

•Law enforcement impersonation

•Legal trouble - lawsuit

•Tax trouble

•Bank employee
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AUTHORITY SCAMS

•Distraught and(or) upset

•Rapidly trying to gather funds

•Large gift card purchases
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TECH SUPPORT SCAMS

• Impersonate large tech company

• Gain remote access to your PC

• Initiate a fake refund

• Demand repayment – usually gift cards

• Can be very sophisticated
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TECH SUPPORT SCAMS

• Impersonate large tech company

• Gain remote access to your PC

• Initiate a fake refund

• Demand repayment – usually gift cards
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AVOIDING SCAMS

• Be cynical of any unsolicited contact

• Never provide logins or passwords

• Take your time

• Utilize available resources

• Hang up!
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I’VE BEEN SCAMMED

• End contact with the scammer – you will not 

get your money back

• Identify what has been compromised

• Notify your financial institution(s)

• Make a report to the non-emergency line

• Make a report to the FTC
19
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SOPHISTICATED FRAUD

Much less common

Requires special ty sk i l ls and tools

Less l ikely to be used on 
indiv iduals

Password hacking and breaches

Spoofed numbers
20
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PAYMENT FRAUD

Cashier ’s checks can be easi ly 
counterfei ted

Counterfeit  cards are more di f f icult  
now, but st i l l  not uncommon

Important to understand f raud 
l iabi l i ty wi th di f ferent payment 
types
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IDENTITY 
THEFT



Click to edit Master title style

25

“
(1) No person may knowingly obtain, 

possess, use, or transfer a means of 

identification or financial information of 

another person, living or dead, with the 

intent to commit, or to aid or abet, any 

crime. – RCW 9.35.020
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IDENTITY THEFT

Your information is  l ikely al ready 
compromised

Publ ic  information is  easy to obtain

Moni tor your credi t

Read your mai l

Clean up is  a pain – plan for i t
27
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STOP THE FRAUD
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STEPS TO TAKE

• Make sure your contact information is current 

with your financial institutions and state ID

• Build a routine for monitoring accounts/credit

• Use Multi-Factor Authentication (MFA)

• Be familiar with managing your accounts
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STEPS TO TAKE

• Sandbox your critical accounts

• Avoid linking multiple accounts together

• Only shop at reputable merchants

• Know how to freeze credit

• Contact trusted parties for advice
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THINGS TO CONSIDER

• Power of Attorney

• Peer to Peer Payments

• Friendly fraud

• If it’s too good to be true…

• Trust the people not asking for your money

31
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CRIMINAL PROSECUTION

Very unl ikely for remote scams and 
f raud

Quick report ing is  essential

Save cri t ical  ev idence

Property crimes in WA
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Questions?
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Thank You
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